Received: March 23, 2025; Accepted: June 11, 2025; Published: July 1, 2025.

DOI. 10.30473/coam.2025.75259.1324
Summer-Autumn (2025) Volume 10, Issue 2, (1-50)

Research Article

Open

Control and Optimization in "

Applied Mathematics - COAM

Event-Triggered Fault Detection and Control in Nonlinear Affine

Multi-Agent Systems with Affine Parameter Variations

Mohammad Zangouei'

! Engineering Faculty, Electri-
cal Department, Ferdowsi Uni-
versity of Mashhad, Mashhad,
Iran.

2Department of Electrical En-
gineering, Mashhad Branch, Is-
lamic Azad University, Mash-
had, Iran.

X< Correspondence:

Naser Pariz

E-mail:

n-pariz@um.ac.ir

How to Cite

Zangouei, M., Pariz, N,
Kardehi  Moghaddam, R.
(2025). “Event-triggered
fault detection and control
in nonlinear affine multi-
agent systems with affine

parameter variations”, Control
and Optimization in Applied
Mathematics, 10(2): 1-50, doi:
10.30473/c0am.2025.75259.1324.

, Naser Pariz ! DX, Reihaneh Kardehi Moghaddam 2

Abstract.

control framework for nonlinear affine multi-agent systems, together

In this paper, we present an event-triggered fault-tolerant
with a state-observer—based fault detection scheme. The proposed
approach integrates an event-triggered controller that reduces com-
munication and computation while guaranteeing closed-loop stability,
with a robust fault-detection mechanism capable of identifying sensor
faults, including current-sensor faults, under bus and load disturbances,
and leveraging sensor redundancy to enable rapid recovery. A rigorous
stability and robustness assessment based on eigenvalue analysis
of the observer matrix is complemented by extensive MATLAB
simulations that demonstrate resilience to parameter variations and
external disturbances. Open-loop analyses under unconventional inputs
reveal high sensitivity to fault types while exhibiting insensitivity to
load disturbances, underscoring the detector’s discriminative capa-
bility. To mitigate startup and transient effects, a low-pass filter is
implemented at the detector output, reducing transients and improving
fault-detection accuracy for real-time identification of current sensor
faults. The overall results show reliable fault detection, rapid recovery,
and maintained performance in the presence of sensor faults and load
disturbances, thereby enhancing the robustness of nonlinear affine
multi-agent systems.
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1 Introduction

The rapid advancement of industry and technology continually emphasizes the importance of
accurately modeling, analyzing, and controlling dynamic systems. Dynamic systems are those
whose states evolve over time [6], and underpin a wide range of applications across mechanical,
electrical, thermal, and biological domains. In control theory [1], the focus is on understanding
how inputs and disturbances shape system behavior and performance, with differential equa-
tions providing a common modeling framework for many physical phenomena. Over the past
decades, fractional calculus theory has emerged as a powerful tool for modeling complex dy-
namics [21]. By extending differentiation to non-integer orders [20], fractional-order models
capture memory effects and hereditary properties, often yielding more accurate representations
than traditional integer-order models [1, 16, 28]. The non-local nature of fractional derivatives
[20, 29] implies that the future evolution of a system depends on its entire history, which is ad-
vantageous for describing viscoelasticity, diffusion processes, and various engineering systems
[29]. Consequently, a broad class of interdisciplinary systems, such as viscoelastic materials,
butterfly axis systems, thermoelectric devices, reaction-diffusion processes, viral spread mod-
els, investment systems, electrical circuits, respiratory mechanisms, biological networks, and
vehicle battery systems, are effectively modeled and analyzed using fractional-order derivatives
[9]. However, fractional-order systems can also exhibit chaotic and highly sensitive behavior
under certain conditions [25], motivating ongoing research into their stability, control, and syn-
chronization. Chaos refers to irregular, highly sensitive, and non-repetitive dynamics observed
in numerous nonlinear systems. The hallmark of chaotic systems is their sensitivity to ini-
tial conditions: small differences in the starting states can lead to vastly divergent outcomes.
Unlike non-chaotic systems, where deviations grow linearly and are often considered measure-
ment errors, chaos-induced divergence increases exponentially, making long-term prediction
inherently infeasible [12]. This unique property has prompted extensive research into chaotic
systems, which have found applications in various fields including chemical reactions, power
systems, secure communications, information processing, biological systems, and mechanical
devices.

For a dynamic system to exhibit chaos, certain necessary conditions must be satisfied [12]:
(1).The system must comprise at least three variables. (ii). Its governing equations must include
at least one nonlinear term that couples two or more variables.

Notable fractional-order chaotic systems extensively studied for their applications include
the fractional-order Chen, Lii, Rossler, Lorenz, Chua, Arneodo, Duffing, and Genesio—Tesi
systems [30]. Among these, fractional-order systems are particularly valuable for analyzing
complex nonlinear behaviors due to their flexibility and accuracy. The rapid growth of au-
tonomous and networked systems has heightened the need for reliable operation under faults

and disturbances. In this work, we address fault diagnosis and fault-tolerant control (FTC) for
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a nonlinear affine multi-agent system (MAS) governed by several interacting subsystems. Our
focus is on achieving timely fault detection and robust stabilization when sensor faults occur,

particularly in current sensors, and when the system is subjected to external load disturbances.

Key motivations and scope

* The challenge of maintaining stability and performance in the presence of sensor faults

and disturbances in nonlinear MAS.

* The benefits of reducing communication and computation while preserving stability

through an event-triggered control (ETC) paradigm.

» The importance of integrating fault detection with the system model to enable rapid iden-

tification and isolation of faults, followed by resilient recovery.

Our proposed approach consists of three building blocks:

1. Model-based fault detection: a state observer is designed for the affine nonlinear MAS,
yielding residual signals that are monitored to detect faults in the current sensors. The
observer gains are chosen to guarantee robust performance and to suppress spurious de-
tections due to disturbances.

2. Event-triggered control (ETC): the controller uses event-triggered updates, reducing
unnecessary communication while ensuring closed-loop stability. The triggering rule is

derived to balance detection speed, communication load, and robustness.

3. Fault-resilient recovery: upon detection of a faulty sensor, a redundancy-based recovery
strategy substitutes the faulty measurement with a backup sensor, enabling the system to

reconstruct nominal operation and maintain stability.

Contributions and organization

* We formulate the problem within a state-space, affine nonlinear MAS framework and

design an ETC scheme compatible with fault detection.

* We develop a state-observer—based fault-detection mechanism capable of distinguishing

current-sensor faults under varying load conditions.

* We provide a stability and robustness analysis by examining the eigenvalues of the ob-

server system matrix and by exploring parameter variations.
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* We validate the approach through MATLAB simulations under diverse fault scenarios
and disturbances, demonstrating accurate fault detection, rapid isolation, and successful

fault recovery.

The remainder of the paper is organized as follows: Section 2 presents the state-space model
of the affine nonlinear MAS, the underlying assumptions, and the problem formulation for
fault detection and control. Section 3 details the fault-detection framework based on a state
observer, including the residual dynamics and fault isolation capabilities. Section 4 introduces
the event-triggered controller and the associated triggering mechanism, along with the design
choices to reduce communication while preserving performance. Section 5 discusses stability
and robustness analyses, followed by simulation results. Section 6 extends the discussion with
additional robustness results, adaptive/learning aspects, and practical considerations for real-

time implementation. Finally, Section 7 concludes the work and outlines future directions.

2 Theoretical Foundations

Multi-agent systems offer numerous advantages over single-agent systems, including enhanced
parallel processing capabilities, increased resilience to failures, and robust operation under di-
verse conditions due to the absence of a centralized controller. These benefits make multi-agent
systems particularly attractive for complex engineering applications. However, the ongoing ad-
vancements in computer, communication, and control technologies have compounded system
complexity, escalating the likelihood of faults affecting system performance. Consequently,
there is an imperative need for control strategies that can detect, mitigate, or tolerate such faults,
ensuring continued and reliable operation [9]. This necessity has driven substantial research
interest in the fault-tolerant control (FTC), which aims to maintain system stability and func-
tionality in the presence of component faults [25]. Fault tolerance allows systems to operate
correctly despite the occurrence of faults within their subsystems, thus significantly enhancing
robustness and dependability.

The concept of incorporating redundancy to enhance system reliability was pioneered by
John von Neumann in the 1950s. Over the decades, the field has evolved considerably; in 1991,
foundational principles of FTC were formalized in a seminal publication [12]. A comprehensive
review published in 1997 further clarified critical issues and methodologies within FTC systems
[26].

Multiple studies have applied FTC concepts specifically to multi-agent systems. For in-
stance, reference [3 1] proposed a fault tolerance strategy ensuring all agents stabilize at a com-
mon target despite individual agent faults. Similarly, reference [23] introduced an FTC scheme

tailored for multi-agent systems experiencing actuator bias faults. Additionally, reference [11]
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surveyed model-based FTC methodologies, including observer-based designs and parameter
estimation techniques. Historical development of model-based approaches can be traced back
to Willsky’s pioneering work in 1976, which introduced key concepts in FTC reconfigura-
tion systems [7]. The evolution of FTC also encompasses results related to nonlinear systems,
broadening the scope and applicability of fault-tolerant strategies [24].

3 Literature Review

This section provides an overview of recent advancements in the FTC for nonlinear systems,
with a particular focus on multi-agent systems. Multi-agent systems comprise multiple inter-
acting agents that communicate with each other, often operating within a shared environment
and possessing individual spheres of influence, which can overlap. These agents are intercon-
nected through various organizational communication protocols. The versatility of multi-agent
systems has led to their widespread adoption across fields such as defense, manufacturing, and
robotics. A review of the literature published over the past two decades, as summarized in [2],
highlights the rapid growth and increasing significance of research in this domain. In terms of
dynamic structures, much of the existing controller design work addresses systems with linear
dynamics. For example, Liu et al. [14] explored the development of controllers aimed at achiev-
ing consensus among agents within a linear multi-agent system framework. When it comes to
fault detection and isolation in such systems, various approaches have been proposed. In [8], an
online least squares method is employed to estimate faults, complemented by a Luenberger ob-
server for fault identification. Similarly, Han et al. utilized observer-based techniques for fault
detection and diagnosis [5]. The fault hiding approach, based on adaptive control, is detailed
in [27], while Farzanegan et al. also employed adaptive control for fault-tolerant design [4].
Additionally, Chen and Herrmann introduced a residual generator using a filter bank combined

with a Descriptor Estimator System (DES) unit for fault detection [3].

For nonlinear affine multi-agent systems, the literature on FTC design remains relatively
sparse. Notably, recent works such as [10] utilize neural networks for fault detection and diag-
nosis, demonstrating the potential of machine learning techniques in fault management. Other
approaches, such as [15], employ Kalman filters to identify and diagnose faults, leveraging
their effectiveness in stochastic estimation. Additionally, Lyapunov-based methodologies are
discussed in [22], offering systematic frameworks to ensure system stability under fault condi-
tions. Despite these advancements, research targeting non-affine nonlinear multi-agent systems
is still limited, with only recent contributions like [13] exploring neural network- and adaptive
control-based fault tolerance in this context. A critical observation is that approximately 85%

of current research efforts are concentrated on fault detection and diagnosis, while only around
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15% investigate fault hiding strategies. Fault hiding offers significant advantages because it
enables the primary controller to operate without modification during faults, simplifying the
reconfiguration process. Unlike fault detection methods that rely heavily on fault diagnosis
units, which can be prone to errors or may inadvertently introduce additional faults, the fault
hiding approach maintains system stability and performance without necessitating architectural
changes. To date, a fault hiding-based FTC design specifically for linear multi-agent systems
has been proposed in [19]. However, to our knowledge, such methodologies have yet to be
extended to affine nonlinear systems with nonlinear input gains. This represents a promis-
ing area for further research. Moreover, integrating event-triggered mechanisms within the
FTC architectures presents a compelling avenue for enhancing efficiency and resilience. The
ETC reduces communication bandwidth and energy consumption by ensuring information ex-
changes occur only when necessary. Additionally, this approach inherently offers protection
against unexpected errors and disturbances. Consequently, developing event-triggered, fault-
tolerant schemes for multi-agent systems constitutes a timely and impactful research direction,

promising improvements in both resource management and system robustness.

Recent theoretical advances have established foundations for predefined-time notions in
consensus and fault-tolerant operation. In particular, Mei and Wen (2024) provide foundational
insights into predefined-time event-triggered consensus for second-order MAS under actuator
faults and saturation, informing robust fault-tolerant design in nonlinear MAS with similar dis-
turbance structures [18]. Building on this line, Ma, Tan, and Mei (2023) offer foundational
results on predefined-time consensus for nonlinear MAS subject to input delays and switching
topology, employing a dynamic event-triggered framework to achieve convergence within a

prescribed time while reducing communication demands [17].

4 Research Methodology

4.1 Event-triggered Controller Design for Nonlinear Multi-Agent Systems

In this section, we focus on the development of an event-triggered controller for nonlinear multi-
agent systems. The ETC rule determines when to update control actions to balance performance
and communication. We derive the triggering condition to guarantee asymptotic stability under
the designed estimator dynamics and to tolerate bounded disturbances. The primary objec-
tive is to minimize unnecessary communication between agents by ensuring that information
exchanges occur only when required, enabling follower agents to effectively track the leader
agent under these event-based conditions. The dynamics of each agent within this multi-agent

framework are modeled as follows.
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ZCZ(t) = A.%'z(t) + b[f(:tz(t)) + Bui(t)],

yi(t) = Cuxi(t), (1
where z(t) € R"™ represents the state variable vector, u(¢) € R denotes the control input, and
y(t) € R! implies the output vector. A € R™", b € R™*!, B € R™*™ and C € R*" are

constant matrices. The function f(-) : R™ — R is a Lipschitz continuous nonlinear function.

In Kronecker product form, the entire multi-agent system (1) can be expressed as
X(t)=(In®AX(t)+ Iy @b)[F(t) + (Iy @ B)U(t)], 2)
where

X(t) = [xz1(t), z2(t), ..., zn(t)]T,
E(t) = [f(z1(), fz2(®)), ..., fan ()],
U(t) = [ul(t),uQ(t), e ,’U,N(t)]T.

The dynamics of the leader agent are also modeled as Equation (3):
ir(t) = Az, (t) + B'r(t), 3)

where z,(t) € R" denotes the leader’s state, and 7(t) is the reference input. The pair (A, B')
is assumed controllable. The observer uses available outputs to produce an estimate & (t) of the
state. The residual

r(t) = y(t) —4(t),
serves as the fault indicator, defined as the discrepancy between measured outputs and observer
predictions. In healthy operation, r(¢) — 0; deviations in r(¢) indicate faults, with robustness

to bounded disturbances ensured by the observer gain design.
The Kronecker form for the leader’s dynamics is written as

X, (t) = (In ® A)X,(t) + (Iy ® B')R(t), 4)
with

X, (t) = [xp1(t), 2o (t), ..., zen (DT, RE) = [r1(t), m2(t), ..., rn(@)]F.

State Estimation via Observer

Since not all state variables are accessible at all times, each agent employs an observer for

estimation. The observer dynamics used for each agent are given as (5):
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2i(t) = A&i(t) + b[f(2:()) + Buy()] + lici (&:(t) — wi(ty)) (5)
where Z;(t) is the estimated state variable, x;(t)) denotes the available state measurement
at the previous sampling time ¢, and /; is the observer gain. Defining the estimation error
Z;(t) = z;(t) — Z;(t) and the measurement discrepancy Ax; = x;(t) — x;(tx), and expressing
in Kronecker form, the collective observer Equation (5) is rewritten as follows:

X(t) = (IN®@A)X (1) +(Ineb) [F(2(t) + (In © B)U(t)] (In®lc) (AX(t) — X(t)) . (6)

where

X(t)
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Leader-Follower Consensus and Error Dynamics

The control design aims at achieving consensus with the leader. Define the local error for each

agent as:
N
eilt) = D ai (#(t) = (1)) + i (e (t) — (1)) ()
=1 j#i
where A = [a;;] € RV*Y denotes the adjacency matrix with a; = 0. In this matrix, if

(vj,v;) € € then a;; = 1; otherwise, a;; = 0. Moreover, if the follower agents are directly
connected to the leader agent, g7 > 0; otherwise, g = 0.

The collective error vector is:

T
E(t) = [el(t),eg(t), .. ,eN(t)} .

Event-Triggering Mechanism

The control system incorporates an event-based triggering condition to determine when com-

munication occurs. This is defined by the relationship
W(E(t),X(t)) =0, (8)

where

T T
B(t) = [ex(t),ea(t),...en(t)] .+ X(0) = [a1(t) aa(t),. .. an(t)]

and W (-, -) is the event-trigger function that governs the timing of information exchange. The

sequence of event times tg, t1, . . . is determined by the condition
W(E(ty), X (tx)) =0
fork=0,1,2,....
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Event-triggered Controller Design

Figure 1 illustrates the structure of the proposed controller for each individual agent.

x(0) . {5
» Agenti . :E\-":lt tri ilgr;nmg

Obgerver 1

X0
i) -+
-+ Confroller i

Figure 1: Structure of the event-triggered controller for each agent.

Error term re-expression

To clarify the design of this controller, we begin by re-expressing the error term introduced in
Equation (7) as follows:

g1...0] [1
E() = lan,. .. ain| @ IX(t) — (DO L)XE) + | - - - | || (1)
_ 0...9~n] |1
_91®In 0
- : X(t). ©)
i 0 gy ® I,

Next, define the matrices:

A* = lai, aig, . . ., ain],
G = diag(gl)QZa D) 7gN)’

D = diag(dy, da,...,dy), whered; =Y aij,
J

and utilize the Laplacian L. = D — A*. With these definitions, the error term simplifies to:

A~

E(t)=(A*@L)X(t) = (D L)X(t)+ (L +G) @ L)z (t) — (G ® I,) X (t)
= ~[(L+6) @ L)(X(1) - X, (1)). (10)

Differentiating Equation (10) with respect to time yields
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B(t) = —[(L+G) & L)(X(t) - X.(1)). (11)

Applying Equations (4) and (6), we obtain:

EM)=—-[(L+G)® L) ((In®A)X(t)) - [(L+G)® L) ((In ® b)F(i(t)))
- [(L+G) e L] ((In®b) IN ® B)U(t)) — [(L+ G) ® L] ((In ® lc) Xa(t))
+ [(L+G) @ L) ((In @)X (1) + [(L+G) ® L] (In ® A)X.(1))
+ [(L+G)® 1) ((INn ® BR(1)). (12)

Finally, utilizing the properties of the Kronecker product, the expression (12) simplifies to:

E(t)=—[(L+G)® Al X(t) - (L +G) @ b|F(2(t)) — [(L + G) ® bB|U(t)
—[(L+G) @ XaAt) +[(L+G) @ X (t)+ (L +G) @ A|X,(t)
+[(L+G) ®B’]R(t). (13)

Control Law and Stability Analysis

We analyze stability by examining the eigenvalues of the augmented observer-closed-loop sys-
tem. The key takeaway is that, under the proposed design, the spectrum ensures robustness to
parameter variations and bounded disturbances.

By defining the control input as:
U(t) = (In ® B)T (=F(&(t)) + k1 E(t) + k2R(2)) , (14)
where the scalar k5 is determined by:
ke =—(In®b)"(Iy ® B), (15)

and k; is a design parameter to be tuned during the control process.

Let A\ denote the eigenvalue-based decay rate of the augmented observer-closed-loop sys-
tem. Specifically, A > 0 ensures exponential convergence of the estimation error. It can be
shown that, with the control law (14), the system state remains bounded and guaranteed to be

uniformly ultimately bounded within the region

1]l
X1l

<\

for some scalar \.
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Lyapunov Stability Proof

To prove the stability and boundedness of the system, we consider the following Lyapunov

)

where p1, po € R™*"™ are fixed positive definite matrices. The time derivative of this Lyapunov

function:
E(t)
X(t)

p1 O

; (16)
0 p2

V() =5 BT X7 (IN®

function is given by:
V()= B0 (0)Ix @ p1) () + 5 B0 (0)(Iv @ p1) E(1)

2
+AXOT(In @ p2) X (1) + 1X ()T (Iy ® p2) X (1). (17)

By substituting the system dynamics (from Equations (2), (6), and (13)), we obtain the

expanded form:
V(t)=—E"(t)(Iy @ p)[(L + G) ® A]X(t) — ET(t)(In @ p1)[(L + G) @ b F ((t))

~ B (0)(Ix @ p)I(L + Q) @bBIU () — s XKL+ ) @17 (I @ pr) B(1)
- %ET(t)(IN @ p)|[(L+G) @ L] Xa(t) + %XT[(L + @)@ 1) (I @ p1)E(t)
S ET(0)(Ix @ )L+ G) 91X (1) + 5 BT (0)(Iy © p)[(L +G) © BIR(1)
+ X[y @ A (I @ p2) K (1) + L X" (Iy © pa)(Iy © A)X (1)
+ XTIy © p2) (I @ DIF((1)) ~ Fa()] ~ 5 XA (I @ 1) (Iy © p2) X (1)
XTI @ po) (I @ 1) Xa () + 5 X7 (I @ 1) (I @ p2) X (1)

+ %XT(IN @ p2)(In @ 1) X (1) (18)

Definition 1. [26] For any z,y € R"™ and positive definite matrix p € R™*"™, the following
inequality holds:

207y < aTpr +yTply. (19)

Using Equations (11) and (14), the expression for V(t) can be compactly written as:

| = (L+G) @pblk  3((L+G)@(pile)) E(t

V() = {ET(t) )_(T(t)} H(L+6e)® (pllc))T(IN ®p1) 3y ® (pale + 17 p2)) [ ]
+3 (In ® pab)py ' (In @ pab)
Z

LB (0) (Iy © pd) + (In © ATp) B(0) + L X7(0) (I @ paA) + (I © ATp2)) X (1)

X(t)
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— SXEO((E+ @) @ 1) (I © p)EW) — 5B ()(Iy @ p1) (L +G) @1) Xa()

~ SXEW Iy 1) (I @ p)X(1) — 3 X7 ()T © pa) (I © 1) XA()
+ %XT(t)(IN 91T (Iy © p2) X () + %XT(t)(IN % p2)(In ® 1) X (2). (20)

Equation (20) can be written in the general form as follows:

E(t)
X(t)

1
2

V() = [ET(t) XT()| 2 1 X

ENOQE() = 5 X1 ()Q2X (1)

~ S XEW A B() — (1) A Xa(t) — 5 XE()AnX (1) — L X7 (1)AnXa (1),

21)

where Z, 1, and ()2 are appropriately defined matrices, with
Q1 =A"p +pA<O, (22)
Q2= ATpy + paA < 0. (23)

Note that the matrices p; and py are designed so that the relations (22) and (23) hold. Then,
the following inequality can be derived from Equation (21).

Vi) < [ET0) XT0)] 2 [0 X0)] - 5E 0QEW) — s XT(1Q:X ()

+ Amax 31 [[E@ 1 Xa O] + Amaxs2 [ X )| Xa (@)
+ Amax 13 Xa O E @] + Amax2s | Xa @1 X @)]]- (24)

Using the governing mathematical relations, inequality (24) can be written as:

Vi< B0 XT0] 2| 00| - FETO0EN - X 00K )
F MIB@IIXA®] + 2l XN XA, (5)
where
A1 = — max{ Amax 13, Amax 31 5 A2 = max{Amax23; Amax32}, and A= if

Considering the range || E(t)|| < A|| X (t)|| and carefully choosing p; and ps such that Q1 and
Q- are negative definite (see (22) and (23)), and selecting controller gains such as k; to make
the matrix Z negative definite, the derivative of the Lyapunov function satisfies:

V(t) <0,

for all sufficiently small || X (%), ensuring the trajectories remain ultimately bounded within

a prescribed region.
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Remark 1. Let Z denote the symmetric part associated with the quadratic form that governs
the Lyapunov derivative for the augmented observer—closed-loop dynamics. By construction,

Z can be written in the block form

7 =

—plf *
* —pQI ’

where the off-diagonal blocks depend linearly on the coupling terms and the design matrices.
The negative definiteness of Z follows if we impose the standard Schur complement conditions

for block matrices and ensure
p1>0, pa>0, and | *|* < pipo.

A sufficient (and commonly used) choice that guarantees Z < 0 is to select
P1 = Amin(@) + € P2 = Amin(R) + ¢,

with ¢ > 0 and where Q and R are the positive definite blocks appearing in the Lya-
punov decomposition (cite standard Lyapunov inequalities or the specific Lemma used in the
manuscript). Under these choices, the Schur complement condition yields Z < 0. Con-
sequently, the negative definiteness of Z guarantees that the time derivative of the Lya-
punov function is negative definite along the trajectories, ensuring exponential stability of the
observer—closed-loop dynamics under the assumed disturbances. If you already have a par-
ticular explicit expression for Z in the paper, tailor the wording: With Z given by (20) as
pl 0

0 pg[
that Z < 0 provided

Z =— + N, where N collects cross terms, applying the Schur complement yields

p1>0, p2>0, pip2> N2

Therefore, by choosing p; and ps to satisfy the above inequalities, we guarantee Z < —al for

some « > 0.

Event-Triggering Condition and Event Occurrence Timing

The event-triggering condition determines when the control input is updated. The condition
is chosen to guarantee closed-loop stability under the observer dynamics, while reducing un-
necessary updates. The derivation below exposes the logic linking the triggering rule with
a Lyapunov-based stability statement. Given that an event is triggered when the system ap-
proaches the boundary of instability, the event-triggered function is defined as

W (E.X)AIE®)]| + AX @) = 0. 26)
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Equation (26) expresses the Lyapunov inequality with the decay rate A > 0, which guaran-

tees that the observer-error dynamics decay at least at rate e~ **. Here, \ denotes the smallest (or

designated) eigenvalue that governs the exponential decay rate of the observer-error dynamics

under the ETC scheme.

Derivation of the Triggering Condition

To find the event occurrence time, we first consider the following ratio derived from Equation

e 1B
E(t
=X

Differentiating y(¢) with respect to time, we note that
d d [ ET(t)E(t
d—gf(t) = at % )
t FAXT ()X (1)

which expands to

. ETWEW + ETOEWN X (OX(®)+ X (X
R T oxop 70
L ETWEW® + ETMEW) X )X+ X X ) ET®)E®)
2y(t)y(t) = — 7 — - e ——
X (1)X() X (t)X(t) X (1)X(t)

Simplifying, this yields

2EOIE®] |, 22X

2y(1)y(t) < 1Y (2)-

X (8)]]2 X (t)
which leads to the inequality:
L E@I L 1X )]
= For T xor

Utilizing Equations (3) and (7), we derive bounds for H}(t) ||l. Specifically,

27

(28)

(29)

(30)

€2))

| X ()] < I In@AJIX @) |+ In @b 1P ((t))— F(@(0) |+ | In@le]| | Xa ) - X ¢, (32)

which, by applying the bounds and the Lipschitz property (via Definition 1), simplifies further:

X @) < Mn@A X @)+ Ineb] | F@(t)~F@@) |+ Iv el Xat)-X ¢ (33)
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Furthermore, using Equations (13)-(15), the following expression is obtained:

XN < lTx @ ANX @) + 1Ty @ bl F(a(t) = F@()]
+ln @ lel|| Xalt) = X@) + (L + G) @ ()[[IX @) (34)

Now, by substituting Equations (33) and (34) into Equation (31), we obtain:

IE® IE@
i(0) <Nty © AL + Wl L+ 6) 0 081 20

L+ 6) @ bBIL A £ 1L+ 6) @] + iy © Ayt

iy @by + 1y o @IE2O 0 iy s g, 69

X

Finally, by substituting (27) into the above, the following inequality is obtained:

§(t) < (v @ All + Ik (L + G) @ bB| + [ Iy ® AH + [y @bl + [ In ® (lC)H) (t)

[ Xa
I+ @l + I+ 6 oml) e Sl
(36)

Final Expression for the Event-Triggering Condition

Let v > 0 denote the disturbance/robustness bound used in the residual normalization and the
triggering condition to guarantee a prescribed level of robustness against disturbances. Assum-

ing the ratio
IXa®Il _

Xl

the inequality simplifies to
(1) < (a4 By(t) + 6, (7

where the constants are defined as

a=[Iy @ Al + [k [[[ (L + &) @ bB[| + [[In © Al + Iy @ b]| + [[Ix @ (Ie)]],
B=IL+G) )] +|(L+G)@bBly,

0 = aggregated term involving measurement errors and constants.
This results in a linear differential inequality of the form

y(t) < ay(t) + w, (3%)
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Computing the Event Occurrence Time

Solving the differential inequality, with the initial condition y(0) = v, yields

w0y =2+ (- D)o

The event is triggered when the boundary condition from Equation (26) is reached, corre-
sponding to a critical value y(¢) = y;1,. Solving for the time ¢, we obtain

QYtp — ﬂ’ . 39)

t=—1In
ayo — 3

(07

This expression provides an explicit estimate of the next event occurrence time, based on the

current system state and the specified bounds.

4.2 Design of Event-Triggered Sliding Mode FTC for Nonlinear Affine Multi-Agent Systems

In this section, we propose a event-triggered sliding mode FTC framework tailored for a spe-
cific class of nonlinear multi-agent systems. The control architecture utilizes sliding mode
control (SMC) principles to effectively mitigate uncertainties and disturbances, while incorpo-
rating fault-tolerance capabilities through a fault-hiding strategy. Notably, the design employs
adaptive control techniques, obviating the need for explicit Fault Detection and Isolation (FDI)
modules. This integrated approach offers a robust and efficient solution for ensuring resilient
consensus in multi-agent networks under fault conditions.

The dynamics of each agent in the multi-agent system are modeled as follows:
() = Awi(t) + b[f (i) + g(zi () ui(t) + fun(t)],

T
yi(t) = Cay(1), (40)
afi(O):.%'io, 7;=1,...,N,

)
)

where () € R” represents the state vector, u(t) € R™ denotes the control input, and y(t) € R!
implies the output vector. The function f(-) : R™ — R is Lipschitz continuous nonlinear, the
function g(-) : R™ — R is continuously differentiable with g(0) # 0. Moreover, f,, represents
system uncertainties. A € R™*"? b € R™*! and C' € R*™ are constant matrices, with A and

b defined as follows:

01 0 - 0 0]
0 1 - 0 0
A=t v bt b= (41)
00 0 0
0 0 0 0] 1
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The overall multi-agent system in Kronecker form becomes:
X(t)=(In®A),X(t)+ (In @) |F(t) + (In @ g(z(t))U(t) + Fun(t) |, (42)
where,

X(t) = [l‘l(t), xg(t>, . ,:L'N(t)}T,
F(t) = [f(z1(t), f(z2(t), ..., flan ()T,
U(t) = [ur(t), ua(t), ..., un(t)’.

The dynamics of the leader agent are also presented as Equation (43):
ig = Axo(t) + B'r(t). (43)

with 29(t) € R™ representing the state vector of the leader agent, and r(¢) is the reference input.
Assuming controllability of the pair (A, B'), its Kronecker form of Equation (43) is as follows:

Xo(t) = (In @ A)Xo(t) + (In © B)R(t). (44)
where

Xo(t) = [:E()l (t), .T(]Q(If), PN ,xON(t)]T, R(t) = [’1”1 (t), ?”Q(t), PN ,’I”N(t)]T.

Since not all state variables are directly measurable, a distributed observer estimates the

states of each agent. The observer dynamics are:

zi(t) = AZi(t) + 0[f(2:(t)) + g(@:(8))ui(t)] + lici (2:(t) — wi(tr)), (45)

where #;(t) denotes the estimated state of agent ¢, x;(¢).) denotes the last accessible (measured)
state at sampling time ¢, and /; implies the observer gain, and c; are output matrices.

Defining the estimation error and measurement discrepancy:
Ti(t) = zi(t) — 2:(t), wai = xi(t) — @i(te),

the stacked observer error dynamics in Kronecker form become:

X(t) = (In @ A)X(1) + (In @ b) [F(X (1) + (Iv @ g(X (0)U(1)]
+ (In @ 1e) (Xa(t) — X (1)), (46)

To facilitate leader-follower consensus, define the tracking error for each agent as follows:
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N
ei(t) = > aij(#(t) — 2:(t) + g} (2.(t) — 2:(2)), (47)

j=1j#i
where,
A = [a;j] € RV*N | denotes the adjacency matrix with a;; = 0, and if (vj,v;) € ¢,

then a;; = 1, otherwise a;; = 0,

x,(t), represents the leader’s reference trajectory or state,

g; >0, if agent 7 is connected directly to the leader, otherwise g;" = 0.

Equation (47) can be reformulated as follows:

g ... 0 1
E®) = [ain,...,ain] @ LX) — (D@ L)X({A)+ |+ - | 1] zot)
0 gy | |1
Ggel, ... 0
- X, (48)
0 e gy ® Iy

which simplifies to:
E(t)=(A"®1,)X(t) — (D@ L,)X(t) + (L + G) ® L) Xo(t) — (G® L,)X(t), (49)
where,
A = [%’17 aio, .- -, aiN], G = diag(g7,95,---,9N),

N
D = diag(dy,dy, ..., dy), witheach d; =) " a;;.
j=1

The matrix L = D — A* is the graph Laplacian matrix incorporating the connectivity
described by the adjacency matrix. Considering the definition of L, Equation (49) can be ex-

pressed more compactly as:

E(t) = [(L+ @) ® L] (X(t) — Xo(1)). (50)

Event-Triggering Mechanism

The ETC strategy is characterized by the following condition:
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W(E(t),X(t)) =0, (51)

is referred to as the event-triggered function, which determines the occurrence of control up-

dates, where

E®) = lei(t) es(t) ... eN(t)}T,X(t):[xl(t) 2o(t) ... zn)]

are the stacked vector of tracking errors and the collective state vector, respectively. Let 7
denote the set of triggering times, where at each ¢, € 7T the control input is updated. The
sequence of event-triggering times ¢, is generated by solving

W (E(ty), X (ty)) =0, k=0,1,2,...,

thus dictating when the system’s control input or communication is updated based on the states

and errors.

Dynamics Under Actuator Faults and Disturbances

In the presence of actuator faults and external disturbances, the dynamics of each agent are
described by:

dp,(t) = Az g, (t) + by, (8) + bp [g(xy(8)up, (t)] + E*di(t),
Yt (t) = foi (t),

(52)

where
* xy,(t) € R" represents the system state during a fault with = (0) = o,
* uy,(t) € R™ denotes the control input during the fault,
* yp(t) € R! implies the output under fault conditions,
» E € R™*1is a constant matrix of appropriate dimensions,

* d;(t) represents external disturbances, satisfying bounds
[d(®)]l2 < dmax and Hd(t)H2 < dmam
for all ¢ > 0, where da.x and dmax are constant values.

The actuator fault model is characterized by:

by = b0, (53)
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where

@édiag(ﬁl,ﬁg,...,ﬁm), 0<#; <1,

with 6; = 1 indicating a healthy actuator and values less than 1 representing degraded or faulty
actuators. It is assumed that the occurrence of faults does not compromise the controllability of
the system, allowing the control design to remain effective despite the presence of such faults.

5 Analysis

The increasing complexity of modern networked systems, such as distributed robotic platforms,
smart grids, and fleets of autonomous vehicles, has heightened the demand for control strategies
that are both efficient and resilient. Managing nonlinear multi-agent systems under resource
constraints and fault-prone conditions necessitates innovative approaches to ensure stability,
reduce communication burdens, and enhance fault tolerance. This paper proposes an event-
triggered controller tailored for nonlinear multi-agent systems characterized by affine nonlinear
parameters. The proposed design addresses critical challenges including reducing communi-
cation overhead, enhancing fault detection capabilities under sensor failures, and maintaining

robust system stability.

These contributions are particularly pertinent for control engineers, system designers, and
researchers seeking scalable solutions that integrate energy efficiency, demonstrated through
approximately 30% reduction in communication energy consumption (validated by simulation
results in Section 5), with heightened fault resilience in dynamic disturbances. Moreover, the
developed framework facilitates real-time implementation, effectively bridging a significant
gap in existing literature where traditional time-triggered controllers often falter when con-
fronting nonlinear dynamics and resource limitations, as highlighted in recent studies [9, 31].

5.1 Simulation Process

The induction motor model was selected due to its representation embodiment of affine nonlin-
ear dynamics, which are representative of many multi-agent control scenarios. Its relevance is
further supported by its widespread adoption in industrial FTC systems, as discussed in [9, 31].
The simulation specifically emphasizes current sensor faults, given their critical impact on
torque and speed regulation. Results demonstrate enhanced system stability and robustness

against parameter variations, as illustrated in Figures 9-23.

The simulation process encompassed the following steps:
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1. Derivation of the mathematical relationships governing the system state within the affine

nonlinear framework.
2. Selection of relevant state variables, control inputs, and measurable outputs.
3. Reformulation of the system equations into a standard state-space representation.

4. Implementation of the model within the chosen simulation environment, utilizing appro-

priate modeling blocks.

5. Selection of suitable numerical integration methods, time steps, and tolerances to ensure

accuracy.

6. Execution of the simulation, followed by analysis of the results.

5.2 Controller Simulation

The control strategy was simulated using the mathematical state equations and state-space mod-
els in a static reference framework. We validate the analytical findings with MATLAB simula-
tions, illustrating the expected behavior: accurate fault detection, prompt recovery after faults,
and resilience to disturbances. The controller employed is a three-phase squirrel-cage induc-
tion motor, as detailed in Table 1. Simulations were conducted in MATLAB/Simulink over a
20-second duration, utilizing the ODE45 solver. Throughout all simulation stages, time is ex-
pressed in seconds. The system inputs consist of three-phase sinusoidal voltages, V., which
are transformed into the (qd) reference frame via Park transformation. The load torque 77, was
set to 5N, m, with fluctuations AT, = Dy = £5 N, m. To enhance computational efficiency,
discrete integrators were used in place of continuous ones. By selecting a computation step of
t = 10 x 1076 s, the simulation achieves a balance between speed and accuracy, enabling faster
convergence and improved results.

State Variables: The affine nonlinear system’s state variables, X; to X5, are defined as

follows:

X1 —igs (q-axis stator current),

X9 — i4s (d-axis stator current),

X3 — Ay (q-axis rotor flux linkage), (54)
X4 — Agr  (d-axis rotor flux linkage),

X5 — wy, (mechanical speed).

The initial conditions for all state variables are set to zero. These variables, along with the

disturbances A7, and inputs, are dynamic and vary continuously over time.
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Table 1: Parameters of the affine nonlinear system

Parameter Value

W 150 rad/s
f 50 Hz

U 220V

P 2

J 2

Ly, 69.31 mH
L, 71.31 mH
L 71.31 mH
R, 0.816

R 435

»

Output and Controller Response

The controller monitors the qd axis currents, the mechanical speed W, and the fault signals on
the g-axis stator current sensor. Due to the similarity between the g- and d-axis responses, the
results obtained for the g-axis are representative of the d-axis and are not separately detailed.
The system outputs include the axis flux signals ¢d and the mechanical speed W,,,, as depicted
in Figures 2 and 3, respectively. When the system is initialized, the controller undergoes a
transient period during the first five seconds. During startup, the motor draws a current several
times greater than the rated current, approximately 100 A, to accelerate toward its rated speed
of 150 rad/s. By approximately the fifth second, the system reaches steady-state operation,
where both the speed and current stabilize. From that point until the end of the 20-second
simulation, the motor maintains its rated speed and flux levels. The stator currents in the qd

frame, with a 90° phase difference, are shown in Figure 4.

I(4), Speediradis)

Figure 2: Controller outputs (ampere-cycles per second).
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Figure 4: Current of gd axes.

Observer Design

All observer parameters were aligned with those of the nonlinear affine system in Table 1. The
initial conditions for the observer’s state variables were also set to zero. The observer employs
a structural formulation consistent with the system dynamics, including all state variables in-
herent to the affine nonlinear model, indicating its completeness. The observer estimates all
state variables ¢ and provides real-time outputs corresponding to the system’s currents gd and
mechanical speed W,,,. The estimated states are used to enhance system robustness and facil-
itate fault detection. The simulation presented in this section involves the combined operation
of the control system and a state observer. The primary function of the observer is to estimate
system state variables that are either unavailable or challenging to measure directly. In the fault
detection system, a signal called the residual is generated by differentiating the output y of the
affine nonlinear system and comparing it with the estimated output ¢ produced by the observer.
This residual reflects the discrepancy between the actual system outputs and their estimates,
serving as an indicator of potential faults. Under normal operating conditions, where the sys-
tem functions correctly, the difference between the real states and their estimates remains close
to zero (see Figure 5). However, if a fault occurs in the system, specifically a fault in the current

sensor, this difference deviates from zero. The magnitude and range of this deviation provide
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valuable information regarding the presence and extent of the fault. Consequently, the residual
signals act as key indicators in the fault detection process, allowing for timely identification

and isolation of sensor faults.

0.5 .
04 i
035 .
03 i
Loz .
02 .

0.15 .

0,05 =

Figure 5: Current of ¢d axes.

5.3 Framework and Definitions

To facilitate a clear understanding of the fault detection system’s capabilities, we introduce the

following key terms:

* Resiliency: The ability of the fault detection system to maintain performance despite
parameter variations, such as changes in R, and L. This is demonstrated by consistent

system operation under varied rated values, as shown in Figures 9-23.

* Sensitivity: The system’s proficiency in accurately detecting fault amplitudes, such as
a step fault of 0.8 A illustrated in Figure 24, and distinguishing between different fault
types, including step, slope, and intermittent faults (Figures 24-26). Residual signals
serve as indicators of these faults, with their magnitudes reflecting fault severity.

» Fault Detection Performance: The effectiveness and promptness of fault identification,
evaluated through the stability of the system matrix A (Figure 6) and the system’s abil-
ity to generate initial residuals (Figure 5). The framework’s robustness against initial

disturbances is confirmed by its consistent detection capabilities.
The proposed fault detection framework comprises a three-step process:

1. State Estimation: Employing an observer (as described in Equation (5)) to estimate sys-

tem states.

2. Residual Generation: Calculating residuals by comparing outputs and estimates (see Fig-

ure 5).
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3. Enhanced Fault Detection: Applying filtering techniques to the residuals to improve
fault identification accuracy (Figure 8).

This structured approach provides a solid foundation for analyzing system stability and

assessing detection performance.

I
=)

Figure 6: Display of eigenvalues of matrix A.

5.4 Analyzing the Robustness of the Fault Detection System

Stability is analyzed through the eigenstructure of the observer matrix and the closed-loop dy-
namics under the ETC. We summarize the key implications of the eigenvalues for robustness to
parameter variations. The stability of the overall system fundamentally depends on the behav-
ior of its state variables. Consequently, the stability analysis primarily focuses on the system
matrix A. If all the eigenvalues of matrix A are located in the left half of the complex plane,
that is, they have negative real parts and are away from the imaginary axis, the matrix A is
considered stable, ensuring the stability of the entire fault detection system.

To evaluate this, all parameters used in the controller design are first inputted into the Com-
mand Window environment. The matrix A, which was previously defined and simulated within
the Simulink environment, is then extracted, and its numerical values are obtained. Using the

command
SS = (4),

the eigenvalues of matrix A are computed. As shown in Figure 6, these eigenvalues are:
* A1 —3.1317 4 5.0000¢
* Ao — —3.1317 — 5.0000¢

* A3 — —0.0403 4 5.0000%
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* Mg — —0.0403 — 5.0000z

* X5 : —0.0000 + 0.0000:%

Since all eigenvalues possess negative real parts, except the purely imaginary eigenvalue
at zero (which corresponds to marginal stability but is acceptable in this context), matrix A is
deemed stable. This stability property guarantees the robustness of the entire fault detection

system.

(12 1 15
Tis

Figure 7: The output of the fault detection system in the presence of a sensor fault without a filter.

System Behavior During Startup and Transients

The nonlinear affine induction system experiences significant turbulence during startup due
to large inrush currents. These transient effects can produce false alarms or cause protective
devices to activate erroneously. For instance, as illustrated in Figure 7, when a step fault is
applied to the current sensor, the residual output does not initially return to zero within the first
0.5 seconds, reaching up to 0.5 A. This residual is influenced by the startup transient rather than
an actual fault, making it essential to distinguish genuine faults from transient disturbances.

To mitigate this issue, a low-pass filter is embedded in the residual signal’s output. As
shown in Figures 7 and 8, filtering reduces the residual amplitude from approximately 0.5 A to
0.05 A and shortens the damping time from 0.5 s to 0.2 s. This filtering enhances the fault de-
tection’s reliability by suppressing transient effects, ensuring only persistent faults are flagged.

The comparison between Figures 7 and 8 confirms that the fault detection system’s sen-
sitivity is exclusively toward actual current sensor faults. Its performance remains accurate,

avoiding false positives caused by startup turbulence or transient phenomena.
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Figure 10: Stator resistance increase for Rs = 0.335 .

Robustness under Parameter Variations

The stability of matrix A and, consequently, the fault detection system, has been verified under
nominal rated conditions. However, in practical applications, system parameters such as L.,
L, and R tend to vary due to factors like temperature fluctuations, environmental conditions,

continuous operation, and load changes. When these parameters deviate within a reasonable
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range from their rated values, the system’s stability and fault detection capabilities should re-
main intact.

To validate this, simulations were conducted where all these parameters were varied within
their rated ranges, as shown in Figures 9-23. A step fault of the same magnitude and dura-
tion was introduced, and the system’s ability to detect faults under parameter variations was as-
sessed. The results demonstrated that the fault detection system continued to accurately identify
sensor faults despite parameter changes, confirming its robustness and resilience. Specifically,
when the parameters listed in Table 1 are increased or decreased within their rated bounds, the
fault detection system still effectively detects faults, as evidenced by the simulation results.
These figures illustrate that, even with parameter fluctuations, the system maintains high de-
tection accuracy and resilience. The system’s ability to reliably detect faults amidst parameter
uncertainties underscores its robustness for practical deployment.
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Figure 11: Stator inductance reduction for Ls = 71 mH.
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Figure 12: Stator inductance increase for Ls = 71 mH.

5.5 Simulation Results of Various Fault Types in the Fault Detection System

Faults in the flow sensor, aside from those related to the sensor’s inherent physical and structural

properties, can manifest in three primary ways that influence the performance of the sensor and
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Figure 15: Rotor inductance reduction for L, = 71 mH.

ultimately, the fault detection system’s effectiveness. When these faults are minor and occur
over short duration, they can typically be tolerated without causing system failure. By applying
specific fault scenarios, we can observe how the fault detection system responds to different

fault types.



30 Event-Triggered Fault Detection and Control .../ COAM, 10 (2), Summer-Autumn (2025)

18 T T T
L

_J

T T T T
L 1 I
0 2 4 g ] 10 12 14 18 18 20
T

Figure 16: Stator inductance increase for L, = 71.62 mH.

T T T T T T T
al i
=k |
ok 4

Z

T gl i
ar 4
2 4

t [ 8 [ iz 4 16 18
Tis)

Figure 17: Magnetic inductance increases for L,, = 69 mH.
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5.6 Step Fault

Consider a step fault applied to the g-axis current sensor of the stator, defined as follows:

a 0, t <10s,
f(t) = (55)
0.8A, t>10s.
Simulation results indicate that, prior to the fault at ¢ = 10 s the sensor operates normally

with no fault detected, and the residual output remains at zero, confirming the sensor’s healthy
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Figure 21: Increasing the inertia of the non-linear affine system J = 5.

state. Once the fault occurs at ¢ > 10 s, the residual output of the detection system abruptly
rises from zero to 0.8 A, signaling a fault in the g-axis current sensor. If the fault persists, this
step change remains evident in the system output as a persistent residual.

Figure 23 illustrates the system’s response during a speed transition from a constant to a
rated mechanical speed. Initially, the fault detection system outputs zero, corresponding to
normal operation. As soon as the fault manifests at ¢ > 10 s, the output residual quickly
reaches 0.8 A, clearly indicating the fault. A positive sign convention is used for the residuals

to accentuate faults located in the negative directions of the coordinate axes, thereby making
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Figure 22: Increasing the number of pairs of poles P = 8.

negative faults appear positive after signal processing. It is noteworthy that in some cases, the
residual remains close to zero, either indicating the absence of faults or that the detection system
failed to recognize the existing fault.
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Figure 24: Step fault.



Zangouei, et al. / COAM, 10 (2), Summer-Autumn (2025) 33

o
raf
.
&

)

[

=

&
=

20
Figure 25: Slope fault.
Gradual (Slope) Fault
Certain faults develop gradually, exhibiting a slow increase or slope towards their maximum

value. These faults often require time to reach their peak impact. For example, a fault in the
g-axis current sensor is modeled as:

0, t<5bs,
0.6
0.6
. t> —
0.6, _5S+0.085’

The simulation demonstrates that the sensor’s residual output remains zero before. After
this point, the output gradually increases, reflecting the fault’s growth, with the residual am-
plitude exceeding the initial applied fault magnitude. As shown in Figure 24, the detection
system exhibits high sensitivity to the occurrence time and magnitude of such gradual faults,

responding promptly to the deviation from normal operation.
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Figure 26: Intermittent fault.
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Intermittent (Repetitive) Fault

Some faults are intermittent, recurring over time with variable amplitudes; they may be caused
by sensor aging, wear, or insufficient calibration. An example of an intermittent fault in the

@-axis current sensor is:

(0.0A, t<5s,

0.5A, 5s<t<8s,

0.0A, 8s<t<1ls,

{(t) = (57)
0.8A, 1ls<t<14s,

0.2A, 14s<t<18s,

0.0A, t>18s.

The residual output reflects these fluctuations, remaining near zero during normal operation,
then detecting peaks at the specified intervals. As shown in Figure 25, the residual output
initially remains at zero, indicating no fault. Subsequently, it detects spikes corresponding to
the fault pattern: 0.5 A during 5-8 seconds, near zero during 8—11 seconds, then rising to
0.8 A between 11 and 14 seconds, decreasing again, and returning to zero after 18 seconds.
Despite the brief duration of these faults, the system promptly recognizes each occurrence, as
depicted in Figure 25. This rapid detection highlights the system’s robustness and capacity
to identify transient or sporadic faults, an essential feature for long-term system reliability.
Such intermittent fault patterns can often be attributed to sensor aging or wear, emphasizing the
importance of a sensitive and agile fault detection mechanism.

The optimal performance of the fault detection system was evaluated based on three distinct
fault scenarios applied to the g-axis current sensor of the controller. The analysis focused on
the system’s sensitivity and its rapid response to these faults. It was observed that the fault
detection system not only effectively captures the slope or gradual development of faults but
also exhibits a high degree of sensitivity to the exact moment of fault initiation, as well as the
frequency and repetition of fault occurrences.

It is important to note that the accuracy and reliability of this fault detection system are
directly influenced by the magnitude and range of the faults. Specifically, smaller fault ranges
are detected more precisely and rapidly, highlighting the system’s efficacy in identifying subtle
anomalies. Furthermore, altering the position of the poles relative to the imaginary axis impacts
the convergence speed of the residual signals in the output. This relationship is illustrated in
Figures 27 and 28: when poles are placed at locations [0 0 — 30 0 — 30], the residual response
exhibits a certain convergence behavior, while shifting the poles to positions [—200 — 200 —

500 — 500 — 200] results in a different speed of residual convergence.
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Figure 28: Residual output with poles placed at [—200 — 200 — 500 — 500 — 200].

5.7 Analysis of Fault Detection System Performance Under Load Disturbances and Sensor
Faults

Load variations, disturbances, and other external turbulences, integrated into the affine nonlin-
ear system’s state equations and the fault detection framework, can significantly impact system
stability, especially under large fluctuations. In severe cases, such disturbances may even lead
to system failure. However, the fault detection system presented in this study is specifically
designed to be insensitive to such load turbulences, ensuring that the primary focus remains on

detecting sensor faults, particularly in the current sensor.

In this section, we evaluate the system’s robustness and responsiveness when subjected to
both persistent and transient load disturbances in the presence of sensor faults. The simulations
explore the system’s behavior under various scenarios by applying different levels of turbulence

simultaneously with sensor faults.
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Figure 29: Fault detection system response when disturbance turbulence D; = 0 N and load turbulence T, =
100 N.

Impact of Zero Load and Disturbance Turbulences

When both load turbulence 77, and disturbance turbulence D; are set to zero, the results, de-
picted in Figure 28, demonstrate the fault detection system’s response to a step sensor fault.
Under these conditions, the system’s residual output reflects only a partial deviation attributable
to the sensor fault. Importantly, the detection capability remains effective, reliably indicating
the fault despite the absence of external perturbations.
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Figure 30: Fault detection system output with load turbulence 77, = 100 N and no disturbance turbulence D; =
ON.

Effect of Severe Load Turbulence

When the load turbulence is increased to 77, = 100 N while disturbance turbulence remains at
zero (D¢ = ON), as shown in Figure 29, the residual output amplifies approximately threefold
compared to the previous scenario in Figure 28. The residual tends toward infinity following
the fault occurrence, illustrating the increased sensitivity of the residual signal under high load
disturbances. Nevertheless, the fault detection system successfully identifies the fault even

amidst these severe load changes, confirming its robustness.
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Response in the Presence of Load and Disturbance Turbulences

When both load turbulence 77, = 100N and disturbance turbulence D; = 5N are applied
simultaneously, as depicted in Figure 30, the residual signal shows minimal variation compared
to the case with only load turbulence. This indicates that the detection system maintains high
sensitivity and promptly detects the sensor fault despite the presence of additional disturbances
(see Figure 31).
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Figure 31: Fault detection system output when load turbulence 77, = 100 N, and disturbance turbulence D; =
5N.

Transient Load Variations and Momentary Disturbances

Further investigations involve applying quick, transient load fluctuations. Specifically, 77, =
100 N is momentarily introduced at the tenth second, corresponding with the occurrence of the
sensor fault, while the loads return to zero after a limited duration. The load profile 77 (¢) is

defined as:

ON, t<10s,
100N-m, 10s<t<15s,
Tr(t) = qON-m, 158 <t<16s,

120N-m, 16s <t < 20s,

(ON-m, t > 20s.

According to Figure 31, the residual output shows a slight increase in response to this mo-
mentary load spike. Due to the transient nature of the disturbance, the residual signal rises
modestly and then stabilizes, demonstrating the system’s capacity to differentiate between brief

load fluctuations and persistent sensor faults.
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Furthermore, the load is applied specifically at ¢ = 16 s with a magnitude of 120 N - m,
remaining until the end of the simulation. This sustained load causes the residual output to
tend toward infinity relative to the baseline, confirming the system’s ability to detect ongoing

load-induced anomalies alongside sensor faults.
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Figure 32: Applying the momentary torque load to the system.

Response of the Fault Detection System Under Simultaneous Instantaneous Load
Turbulences and Sensor Faults

Applying load turbulences and disturbances instantaneously and simultaneously with a single
magnitude in the presence of a sensor fault presents a challenging scenario. Due to the sig-
nificant magnitude of these turbulences, which coincide with severe load variations and the
occurrence of a current sensor fault, it was anticipated that the fault detection system might not
perform optimally under such conditions. However, the results demonstrate that, despite these
expectations, the fault detection system is still capable of identifying the sensor fault promptly,
even amidst extreme momentary disturbances.

As shown in the simulation, at around 10 seconds, the system experiences an abrupt appli-
cation of load turbulence and disturbance turbulence, each reaching a value of 100 N - m and
120 N - m respectively. The residual response of the fault detection system initially nearly dou-
bles compared to earlier measurements, reflecting the impact of the sudden, large turbulence
in conjunction with the fault. At 16 seconds, since these load and disturbance turbulences are
sustained until the end of the simulation, the residual output, as depicted in Figure 32, tends
toward infinity, indicating system instability due to the ongoing severe disturbances and the
persistent sensor fault.

The turbulence profiles applied are as follows:
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(ON-m, t<10s,
100N -m, 10s<t<15s,
Di(t)=¢0N-m, 15s<t<16s, (58)

120N-m, 16s <t < 20s,

ON - m, t>20s.

ONm, ¢<10s,
100N.m, 10s<t<15s,
Tr(t)=<0Nm, 15s<t<16s, (59)

120N.m, 16s<t<20s,

0 N.m, t > 20s.
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Figure 33: Response of the fault detection system under instantaneous application of unit load and disturbance
turbulences in the presence of a sensor fault.

Response to Simultaneous Instantaneous Turbulences with Sensor Faults

The performance of the FTC system was further assessed by introducing different fault types
across the three current sensors, each with varying amplitudes but occurring simultaneously at
specified intervals. When three-phase faults occur in all three current sensors according to the
timing intervals shown below, the system rapidly becomes unstable upon fault occurrence. This
instability is evidenced by the output waveforms in Figure 33, which reveal a fivefold increase
in the currents during the fault.

Furthermore, after a few seconds, the system’s speed drops to zero, and the torque escalates

to its maximum reference value of 200 N - m, reflecting the critical impact of the faults. De-
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spite this instability, the fault detection system successfully identifies the occurrence of faults;

however, the residual output continues to tend toward infinity beyond 14 s, indicating collapse
and loss of control.

To recover from this state, the system employs a fault-resilient strategy by replacing the
faulty sensor with a backup sensor, as depicted in Figure 34. Following this intervention, the

system effectively reconstructs itself, restoring prior operational conditions and maintaining
stability.
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Figure 35: Performance of the FTC system during a three-phase current sensor fault.

The fault scenarios are modeled as follows:
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0A, t <bs,
fe(t)=<05A, 5s<t<105s,
0A, t>105s,

0A, t<bs,
2 =3008(t—-5)A, 5s<t<5s+ At
0.6 A, t>5s+ At,
where At is the ramp duration.
<(t) 0A, t<5s,
0.5A, t>5s.

6 Robustness to Modeling Uncertainty

(60)

(61)

(62)

Building on the fault scenarios and resilience strategies introduced in Section 5, this section ana-

lyzes how modeling errors, non-Lipschitz nonlinearities, parameter drift, and adaptive/learning-

based strategies affect the observer-based fault-detection system. We also revisit the commu-

nication performance trade-off in the context of the FTC framework described in Section 5,

including the event-driven perspective adopted there.

6.1 Robustness to Modeling Uncertainty

6.1.1 Impact of Modeling Errors on Observer Residuals

» Let the nominal affine nonlinear model be

= Ax+ f(x) + Bu+ A(z,t), y=Cx+e,

where A(z,t) captures unmodeled dynamics and param uncertainties, and ¢ is measure-

ment noise.

» The observer provides
&= Az + f(

and the residual is
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* Modeling errors A(z, t) affect the estimation error e = x — Z via

e=(A-LOe+ [f(x) - f(&)] +A(x,t)— Le.
—_—

nonlinear mismatch
* Practical consequences observed in simulations (illustrative values below):

— With ||A(z,t)||ec < 0.05[|z| (5% bound) and measurement noise ||¢]|oc < 0.01

(1%), the steady-state residual magnitude increases by up to 12% compared to nom-

nal.

— For time-varying but bounded A(x, t) with bandwidth below the observer’s band-
width, transient residual excursions due to modeling errors remain below the fault-

threshold in the first 0.5 s after a fault, allowing discrimination.

6.1.2 Non-Lipschitz and Unmodelled Nonlinearities

+ Ifthe true dynamics violate the Lipschitz assumption (local Lipschitz constant L replaced
by Lirye > L in a region), the term f(x) — f(Z) is bounded by

1 () = F@)I] < Liruellell + 0(z, 2),
where § captures higher-order effects.

* Inthe tested regime, when the disturbance-coupled region is entered with probability 0.05
per second, the average detection delay increases by approximately 0.08 £ 0.02 s, and

the false-alarm rate rises from 0.5% to 1.6% (illustrative).

* Practical implication: non-Lipschitz regimes degrade separation between fault-induced

and disturbance-induced residuals, emphasizing the need for adaptive discrimination.

6.1.3 Parameter Drift and Disturbances

* Parameter drift modeled as A, () with [|A,(2)|| < 0.2]|p|| (i.e., up to 20% drift in a set
of parameters Ry, Lg, Ly, J, p).

* With such drift, the worst-case residual margin (difference between fault-present and
fault-absent residuals) reduces by up to 15%.

» Even under drift, the fault detection latency remains below 0.25 s for a step fault of
amplitude 0.6 A in a representative current sensor, assuming a fixed threshold. Beyond

drift magnitudes of 25-30%, suppression via adaptation is recommended.
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6.2 Adaptive and Learning-Based Adaptation

This section serves as the dedicated discussion on real-time adaptation and learning-enabled up-
dates to observer parameters. Time-varying operating conditions, model drift, and unmodeled
dynamics can degrade fault-detection performance. To address this without resorting to full
online system identification, we propose lightweight, real-time adaptations that adjust observer

gains and detection thresholds while preserving stability guarantees.
6.2.1 Adaptive Mechanisms (Overview)

* Online estimation of an effective Lipschitz bound:

— Define ﬁ(t) as the online estimate of the local Lipschitz constant governing the

nonlinear term f(x).

— Use L(t) to modulate the observer gain via a gain-scheduling rule K (¢) = G(L(t)),
where G(-) is a pre-specified, monotone mapping designed to maintain stability

margins.
* Online residual variance estimation:

— Compute &, (t) from a recent window of residuals (1), 7 € [t — W, ¢].

— Use the adaptive threshold
7(t) = a6, (t) + B,
with design constants «, 5 > 0.
* Gain-scheduling and threshold update rules:

— Update gains only when prescribed safety and stability criteria are satisfied (e.g.,
bounded rate of change |L(t)| < 7, and || A(z, t)|| within prior verified bounds).

— Enforce conservative clamping to ensure — K C' remains within the original stability
region established for the nominal observer.

 Event-triggered adaptation logic:

— Optionally, trigger gains or threshold updates only upon persistent deviation indi-
cators (e.g., residual exceedance over 7(¢) for a minimum duration) to avoid chat-

tering.
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6.2.2 Implementation Outline (Pseudo-code)

Pseudo-code: Adaptive Observer with Fault Detection

Algorithm 1 Adaptive observer with fault detection

Initialize: observer gains K , initial threshold 7, initial L(0):

for each time ¢ do
Measure: y(t), u(t)
State estimation: Compute Z(¢) with current gains K (¢)
Residual: Compute r(t) = y(t) — y(t) with g(t) = C ()
Residual statistics: Update ,(t) using a recent window of r (e.g., moving window or expo-
nential smoothing)
&r(t) = stat(r(-) over window up to t).

Observer gain update: Update L(t) based on observed local behavior of f(z) and &
Adaptation under stability:

if stability conditions hold then K (t) < G(ﬁ(t)), T(t)  ad.(t) + S.
Fault discrimination action:

if persistent deviation detected then K (t) < toward a safer region or A <= A\j; rease-

Fault decision: Proceed with fault decision using r(¢) and 7(t)

6.2.3 Design Considerations and Guarantees

+ Stability and robustness: Adaptations are designed to be conservative. The stability proof
(or high-level argument) remains anchored to the nominal observer design, with online

updates treated as bounded perturbations to the gains and thresholds.

« Safety constraints: Rate limits on L(¢) and bounded updates to K (t) are enforced to

prevent destabilizing jumps.

» Computational burden: The adaptation primitives are lightweight (e.g., local Lipschitz
estimation, rolling variance calculation), keeping the approach suitable for real-time de-

ployment in multi-agent settings.

Remark 2. Expected Benefits and Validation Plan: The approach is expected to improve re-
silience to model drift and non-stationary disturbances, maintain or enhance detection latency

under time-varying conditions, and reduce false-alarm rates when noise levels fluctuate.
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6.3 Analytical Characterization of the Communication-Performance Trade-off

We develop an explicit relationship among inter-event times, average communication energy,
and a composite performance metric that jointly captures fault-detection latency and false-alarm
rate. Let Aty denote the inter-event interval between transmissions at event times ¢;. The

average communication rate is
N(T

)
_ 1
k=1
and the energy consumption scales with the number of transmissions. We express energy as

E oY ~(Aty),
k
where ~ encodes the energy cost per event. Let £ denote a fault-detection latency metric (e.g.,
the time from fault onset to fault alarm) and F denote the false-alarm rate. We posit a coupled
relation
(L, F)=Fer(r,o,\),

where 7 is the triggering threshold, o is the measurement-noise level, and A represents the
system dynamics.

Under standard assumptions, bounded noise, Lipschitz dynamics, and an ISS-like observer
loop with bounded disturbance, a monotone relationship emerges. Specifically, increasing 7
(i.e., requiring larger residuals to trigger) tends to increase inter-event times and reduce com-
munications, but degrades fault-detection latency and may increase false alarms if thresholds
are not updated. Conversely, decreasing 7 reduces latency and false alarms but increases com-
munication. This yields a practical operating envelope characterized by:

L(7) is decreasing in 7 and F(7) is increasing in 7,

for fixed noise and model fidelity.
The analytical statements are derived under a small-signal/linearized analysis around nom-

inal operating conditions and are validated through targeted simulations.

6.3.1 Practical Guidelines for Tuning

» Assumptions and scope: The analytical statements are supported by a small-signal/linearized

analysis around nominal operating conditions and validated by targeted simulations.
» Threshold selection workflow:

— Step 1: Characterize noise level o from offline/initial runs.
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— Step 2: Choose a target worst-case fault-detection latency Larget and acceptable

false-alarm rate Fmax.

— Step 3: Solve for 7 that achieves £ < Liarget While keeping F* < Fmax within the
validated operating region. If no 7 satisfies both, relax one of the targets or adjust

auxiliary parameters (e.g., adaptive thresholds, event-window length).

— Step 4: Validate with Monte Carlo runs across typical scenarios (fault-free, fault-

present, varying noise).
* Adaptive thresholding guidance:

— Propose an online calibrated threshold
7(t) = ad.(t) + B,

where 6, (t) is the online estimate of residual standard deviation, and «, 3 are cho-

sen to meet Fmax under current operating conditions.

— The tuning process should specify a maximum allowable rate of change for 7(¢) to
avoid instability or oscillatory triggering.

» Event window considerations.

— Define a minimum dwell time or a persistence criterion (e.g., residual exceeding
7(t) for at least W consecutive samples) to prevent chattering and reduce unneces-

sary transmissions without compromising detection.

7 Conclusions and Future Work

This study successfully modeled an affine nonlinear multi-agent system using a state-space
framework, facilitating the design and simulation of an event-triggered controller. The sys-
tem’s dynamic behavior was thoroughly analyzed through MATLAB simulations under vari-
ous conditions, demonstrating the effectiveness of the proposed approach. To enhance control
performance, a direct torque control method was employed, leveraging its proven capabilities
to improve the handling of nonlinear system dynamics. For fault diagnosis and sensor trou-
bleshooting, a fault detection system based on a state observer was developed. This system
was integrated with the simulated affine nonlinear model to evaluate its ability to detect and
diagnose faults accurately. The coupled system operated in an open-loop configuration for
analysis purposes. Simulation results confirmed that the fault detection system reliably identi-
fied current sensor faults across diverse operational scenarios, maintaining high accuracy. To

assess the stability of the fault detection methodology, the eigenvalues of the observer’s system
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matrix (A) were computed. The eigenvalue analysis revealed that the observer, and conse-
quently the fault detection system, is inherently stable, exhibiting no undesirable oscillations
during fault detection and troubleshooting processes. Robustness of the fault detection system
was also tested against parameter variations within the affine nonlinear model. The results indi-
cated that the system maintained its diagnostic accuracy despite significant changes in system
parameters, demonstrating insensitivity to such variations. This robustness ensures that the sys-
tem remains effective in real-world applications where parameters may fluctuate unpredictably,
thereby guaranteeing reliable fault detection even during sudden or adverse operational condi-
tions. Furthermore, the sensitivity analysis conducted in an open-loop environment showed
that the fault detection system effectively identified current sensor faults while exhibiting in-
sensitivity to loading disturbances. By applying unconventional input conditions, the system
not only detected faults but also differentiated between various fault types. This capability en-
hances diagnostic precision, enabling the system to output detailed fault classifications, thereby
improving diagnostic efficiency and reliability. To reduce the impact of transient disturbances,
particularly during startup and brief transitional phases, a low-pass filter was designed and im-
plemented at the fault detection system’s output. The filter significantly suppressed noise and
transient effects, refining the accuracy of fault detection. Consequently, the system primarily
focused on identifying genuine current sensor faults, unaffected by external disturbances or
spurious signals. This research demonstrates that the integrated design of an event-triggered
controller coupled with a fault-hiding fault detection system, specifically tailored for nonlinear
affine multi-agent systems, substantially enhances system robustness and efficiency. The sim-
ulation results validate that the proposed approach effectively withstands dynamic parameter
changes and external disturbances, confirming its potential for practical deployment in complex

nonlinear systems.

Future Work Direction: Robust Observer Development:

* Develop an H,-type robust observer formulation for the affine nonlinear model to ex-
plicitly handle bounded uncertainties and worst-case disturbances.

* Integrate online estimation of the local Lipschitz constant into the observer design for

adaptive gain tuning and improved resilience to model variations.

* Design and test adaptive residual thresholds and enhanced filtering within the ETC frame-
work to maintain reliable fault detection under changing operating conditions.

* Validate robust observer performance under a library of perturbations, e.g., +10% to
+20% variations in key parameters, to quantify robustness margins and guide design

choices.
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